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Ways to Protect Your Identity 
The 2018 Identity Theft Resource Center Data Breach report is in and it’s no surprise that data 
breaches are on the rise. The report stated that in 2018, 446 million consumer records  
containing sensitive information were exposed, up 127% from 2017. Consider using these 5 
tips to avoid falling victim to identity theft:

1. Keep Documents Safe
Always shred documents that contain sensitive information. These could be bank statements, 
credit card receipts, solicitations, or any private records. You may also want to consider using 
a locked mailbox or P.O. Box and mail outgoing bill payments and checks from the post office 
or another secure location. Sensitive documents can easily be stolen from your home mailbox 
and the payee’s name erased with solvents. If you plan on going out of town, remember to 
have the post office hold your mail until you return.

2. Strengthen your passwords.
When creating a password, use a random combination of letters, numbers and special  
characters. Try to create different passwords for each account and change them regularly. 
Passwords will help protect your laptop and personal devices. Remember to turn off  
Bluetooth when you’re not using it, and be cautious when downloading apps — especially 
free versions that may contain malware.

3. Protect your social security number.
Avoid sharing your social security number unless absolutely necessary. If your social security 
number is listed on your driver’s license, health insurance card, checkbook or other prominent 
location, request to have it reissued. Lastly, do not store your social security card in easily  
accessible places like your wallet or purse.
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4. Monitor your financial statements and credit reports.
Make sure you recognize the merchants, locations and purchases listed on statements and  
receipts before paying the bill. If you notice any suspicious activity in your bank account, 
report it to the bank right away. Also, consider closing department-store or bank-issued credit 
cards you don’t need – the less credit you have open, the less you’ll have to monitor. 

Take advantage of free credit reports. You are allowed one free report each year from the 
three national credit bureaus: Equifax, Experian, and Trans Union. By requesting one report 
every four months, you can stay up to date on your credit score year round. In addition, for a 
small fee you are able put a security freeze on your credit. A credit freeze allows you to seal 
your credit reports so thieves can’t establish new credit in your name. 

5. Guard personal information.
Don’t give out personal information to unsecure websites. Use firewall, virus, and spyware 
protection on your computer, and update it regularly.  

Be sure to know the signs of phishing and be smart about social media. Watch out for emails, 
links or unsolicited phone calls asking for your personal information. Consider leaving  
personal details off social media profiles, such as your birthday or address.  Strengthen your 
privacy settings and be cautious about who you accept as a connection.

There’s no foolproof protection from identity theft, but implementing these simple practices 
might help you avoid unpleasant surprises.  As always, feel free to contact your Relationship 
Team or email Top5@Glenmede.com with any questions.   
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